








assisted by a community of supporters who come to their aid online in pushing back against trolls and attacks, particularly
when the matter at hand resonates with these supporters. In many instances, this community has faced similar threats and
experiences and built a readily contactable network including through the use of closed online spaces.

Mixed Perceptions on Civic Participation: Online groups offer promise for increased women'’s participation as they are often
designed for secure collaboration. However, it was found that even in cases where groups on Facebook and WhatsApp had
been created to serve a particular purpose, many women found themselves being targeted for sharing content consistent
with such groups’ objectives. Often, this was because of the nature of views one expressed, or the nature of their work - with
politicians being among those who often received repeated abuse.

However, social media platforms have served as sources of information, avenues for social justice mobilisation and
engagement, as well as forging alliance on shared civic concerns. Social media has enabled more women to participate in
these narratives and in voicing their opinions despite the negative consequences they potentially face — in particular,
pushback based on the grounds of ‘morality’ or ‘religion” and often in defence of misogyny and patriarchy.

The Myth of “Safe Spaces” Online: In the various social media groups on Facebook and Whatsapp, while some reported
various perception levels of safety and freedom in participating in online discourse, others noted that even in these “closed
spaces” there is “infiltration” by perpetrators of online affronts such as trolls and stalkers, which has created a continuum of
cyber violence that promotes self-censorship or withdrawal due to the heightened targeting that can sometimes occur.

Meanwhile, there is also uncertainty on the authenticity of people engaging online due to the proliferation of fake accounts.
This also contributed to a sense of mistrust online in both open and closed spaces. While anonymity was recognised as a tool
for inclusion as well as an enabler of civic participation, it was also noted that the anonymity of the harasser furthered the
trauma faced by victims.

Further, the ease with which users are added to Whatsapp groups without prior consent of members was raised as a concern.
*The platform has since introduced the function that prevents users from adding one to a group if they are not a contact in
your address book.

Some respondents noted that moderators did not always adequately ensure that the groups adhered to their purpose nor
were there always adequate measures to protect and maintain the integrity of the group, for instance by sanctioning
antagonistic commentators or removing legitimately abusive content from the group. There were also reports of partial
group moderators that offered preferential treatment to some members, whose issues addressed or their antagonistic
content maintained in the groups.

Recommendations

For many users, reporting and security channels of platforms such as Facebook, Twitter and Whatsapp are still not easily
understood, which requires more effort in creating awareness of the mechanisms offered by the platforms to manage the
content that users are interested in engaging with, and in reporting abuses.

There should be more multi-stakeholder efforts to promote gender-sensitive laws, including those that specifically
promote and protect women'’s online participation and punish online violence against women.

Existing laws which can be used to address cyber violence should be promoted by civil society, the media, law enforcement
and academia.

More efforts should be made by the government to ensure that law enforcement structures are well versed in addressing
cybercrime and cyber VAW. This includes ensuring that police posts have the necessary skills and equipment, but also
physical facilities where safe reporting can be made.

Government should fast-track the operationalisation of regulations for the Data Protection and Privacy Act, 2019. This will
serve to ensure the security of cases reported but also provide a legal recourse in cases where data is illegally sourced and
shared.

Affordable legal services need to be encouraged to support reported cases of cyber violence. The costs associated with
legal processes are often prohibitive and restrict the escalation of cases to court.

Public perception continues to be largely informed and influenced by the media. Thus, it is fundamental that
journalists/media houses are objective in their reporting in particular when gender is involved. This includes ensuring that
more women are sources of information and that cyber VAW is not trivialised or sensationalised.

Media houses should more actively follow and report on emerging bills and regulations which impact on women’s digital
rights including on issues of online safety, data affordability, data privacy, freedom of expression and access to information.
Administrators of online groups need to ensure that they maintain the integrity of these spaces including by eliminating
members or content that detracts from the purpose of the groups. Further, they should better utilise the resources offered
by platforms to ensure the safety of group members while maintaining an avenue for online discourse.
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