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South Africa will hold its seventh general elections on Wednesday, May 29, 2024
with over 14,000 candidates vying for seats as part of the 400 members of the
National Assembly and at least 445 members of Provincial Legislatures in the nine

° provinces. The election will pit the ruling African National Congress (ANC) against
Y Y ) its main rivals, the Democratic Alliance (DA) and the Economic Freedom Fighters
(EFF), even as newer parties such as uMkhonto weSizwe join the fray.
[ ] ]

vying for seats as part of the

The country of 60.7 million people has 27.6 million registered voters, of whom
400 members of the 44.75% are men and 55.25% are women. There are 23,303 voting stations, and 90
National Assembly and at million ballots have been prepared for the election. There are 70 political parties
least 445 members of registered to participate, and independent candidates will, for the first time,

Provincial Legislatures in contest for positions following amendments to the country’s elections law in 2023.
the nine provinces.

South Africa has been renowned for its strong and independent judiciary, free
press, vibrant democracy, and generally free and fair elections over the years.
According to the Freedom on the Net 2022 and Freedom in the World 2023, the
R country is rated as Free. However, the Democracy Index 2023 rates the country as
R R a flawed democracy. Further, in the 2024 World Press Freedom Index, the country
g dropped from 25th position in 2023 to 38th out of 180 countries. This was
R R attributed to increased attacks against journalists, especially by politicians, ahead
of the elections.

Population Technology and the internet have had an important role in the election period,
given the significant growth in the level of access to and use of the internet and
social media in South Africa. As of 2024, the country had 45.3 million internet
users, representing an internet penetration rate of 74%, up from 26.4 million (49%)
recorded in 2014 and higher than the global average of 66.2%. Of these, 26 million
(42.8% of the population) are social media users. The popular platforms are
WhatsApp (26 million), Facebook (26 million), YouTube (25.10 million), TikTok
(17.46 million), LinkedIn (12 million), Instagram (6.95 million), Facebook
Messenger (6.15 million), Snapchat (5.71 million) and X (4.1 million).

Registered voters Also, there are 118.6 million mobile connections, equivalent to a mobile
penetration rate of 195%. This high penetration has been aided by robust digital
infrastructure, increased access to broadband internet, and prioritisation of
universal internet access.

Most people in the country are digitally literate, with the average internet user
spending over nine hours a day online. Generally, the government does not block,
filter, or censor internet content, but service providers are required by law to
respond promptly to take-down notices regarding illegal content.

Political parties have leveraged online platforms for political advertising and have
since January 1 spent ZAR 4.94 million (USD 269,961) on Google Ads, with the DA
and FF Plus spending 79.8% of this amount. Despite this progress, a digital divide
still exists as 25% of the population is not connected to the internet. According to
a recent study, 36% of households own a smartphone and a computer, 36% own
either device, while 24% only own a phone, and 4% neither own a smartphone nor
a computer. Also, the high internet access cost and sustained power cuts (load
shedding) have continued to /imit meaningful access to the internet.

political parties
registered to participate
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https://www.elections.org.za/pw/News-And-Media/News-List/News/News-Article/Determination-of-Seats-for-Provincial-Legislatures-for-NPE-2024?a=AISDGvpz75ps1usOfX7oisQH0xHwB+R5XcN/gzZXfA0=
https://www.reuters.com/world/africa/parties-vying-power-south-africas-2024-election-2024-05-08/
https://www.elections.org.za/pw/StatsData/Voter-Registration-Statistics
https://www.elections.org.za/pw/News-And-Media/News-List/News/News-Article/Remarks-by-CEO-Sy-Mamabolo-at-launch-of-NPE-2024-National-Results-Operations-Centre?a=AISDGvpz75ps1usOfX7oiijev9M+tm8IoBBF8fnIRIs=
https://www.vukuzenzele.gov.za/independent-candidates-contest-south-africas-2024-elections
https://freedomhouse.org/country/south-africa/freedom-net/2022
https://freedomhouse.org/country/south-africa/freedom-world/2023
https://www.eiu.com/n/campaigns/democracy-index-2023/
https://rsf.org/en/country/south-africa
https://cpj.org/2023/03/two-south-african-journalists-assaulted-in-separate-incidents/
https://datareportal.com/reports/digital-2024-south-africa
https://www.internetlivestats.com/internet-users/south-africa/
https://www.meltwater.com/en/blog/social-media-statistics-south-africa
https://datareportal.com/reports/digital-2024-south-africa
https://www.meltwater.com/en/blog/social-media-statistics-south-africa
https://adstransparency.google.com/political?region=ZA&topic=political&start-date=2024-01-01&end-date=2024-05-28
https://www.afrobarometer.org/wp-content/uploads/migrated/files/publications/Policy papers/pp66-africas_digital_divide_and_the_promise_of_e-learning-afrobarometer_policy_paper-14june20.pdf
https://freedomhouse.org/country/south-africa/freedom-net/2023

Key Digital
Threats to Note

Ahead of the election, misinformation, disinformation and threats to privacy rights
have been noted. These capitalise on the issues at stake in the election, such as
poverty and economic inequality, unemployment, violent crime, corruption, service
delivery failures, difficult race relations, and xenophobia (see box) to polarise and
shape public opinion. There has been a proliferation of propaganda and doctored
news stories, deployment of coordinated trolls, troops and bots of online influencers
as part of smear campaigns, and weaponisation of disinformation campaigns for
political purposes, which many warn could undermine the integrity of the elections.

Some of the misleading information has targeted prominent personalities such as
politicians and musicians. For example, a ‘deepfake’ video published on TikTok and X
in March 2024, depicted former United States (US) president Donald Trump
endorsing the new uMkhonto weSizwe (MK) party. The 30-second video was
debunked by AFP, which found that the clip was an altered 2017 NBC interview with
Trump. Similarly, another misleading Al-generated video was shared on Facebook
and X on March 8, depicting US President Joe Biden warning of sanctions against
South Africa if the ANC won the election.

Moreover, a manipulated video of a 2009 interview with US rapper, Eminem, was
circulated widely on Instagram, X, TikTok and YouTube showing the rapper endorsing
EFF but was also found to be doctored. Again, on March 24, manipulated videos on
Facebook and TikTok portrayed South African singer Lira (Lerato Molapo) endorsing
the MK party, leading the singer to publicly distance herself from the claims.

During the same month, an altered image of former President Jacob Zuma was
posted on X, depicting him in prison uniform in a South African prison, claiming that
he had been sentenced to an undisclosed jail term for contempt of court. Similarly,
on May 2, a manipulated poster of a story from The Star newspaper was circulated on
Facebook, claiming the ANC would appeal with Zuma not to deregister them, despite
the fact that Zuma has no such powers. The newspaper alerted its audience about
the false post on its social media account. In May, the DA was criticised for stoking
tensions with its campaign advert showing a burning South African flag, which it
claimed was a symbolic depiction of what could befall the country if the ANC
remained in power after the elections.

Some posts have highlighted racial and xenophobic undertones. For example, on
January 19, a viral video from Brazil of two men assaulting another man was
disseminated on social media with the claim that the victim was a white farmer and
his assailants were linked to the EFF. Another video that went viral on Facebook and
. WhatsApp in April made a false claim that Mozambican migrants were being issued
with ID cards by state agents to vote in Gauteng province. A similar claim was made
in December 2023 on social media with misleading images alleging that the EFF was
manufacturing ID cards so that Zimbabwean and Nigerian migrants could vote.
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https://altadvisory.africa/2023/12/12/the-commodification-of-online-influence-cyber-troops-during-elections-in-south-africa/
https://www.sanews.gov.za/south-africa/fake-news-destroys-democracy
https://archive.ph/fXumG
https://factcheck.afp.com/doc.afp.com.34LT2UZ
https://africacheck.org/fact-checks/meta-programme-fact-checks/us-president-joe-biden-did-not-warn-south-african-sanctions
https://www.facebook.com/lindani.euclid/posts/349538894741617/
https://x.com/Thisthat_Acadmy/status/1766042462290673989
https://www.instagram.com/p/C37cnODtT38/?utm_source=ig_embed&ig_rid=9086366b-5c04-443b-b427-d3427ba83ac0&img_index=1
https://africacheck.org/fact-checks/meta-programme-fact-checks/will-real-slim-shady-please-stand-eminem-video-endorsing
https://africacheck.org/fact-checks/meta-programme-fact-checks/no-south-african-singer-lira-has-not-joined-or-endorsed
https://factcheck.afp.com/doc.afp.com.34M64WN
https://africacheck.org/fact-checks/meta-programme-fact-checks/south-africas-ruling-anc-appeals-former-president-jacob-zuma
https://apnews.com/article/south-africa-election-ad-flag-burning-150e662e71aabbc447f9bbe52abeb75b
https://africacheck.org/fact-checks/meta-programme-fact-checks/viral-video-shows-homophobic-assault-brazil-not-white-farmer
https://africacheck.org/fact-checks/meta-programme-fact-checks/no-video-mozambican-migrants-registering-their-countrys-2024
https://africacheck.org/fact-checks/meta-programme-fact-checks/south-africas-eff-party-making-fake-identity-documents

On May 1, there were posts and images on X claiming that members of the Cape
Independence Party were detaining black people for “walking after hours”. Many
believed the claims and applauded the party, yet the images related to arrests and
detentions during a taxi strike in August 2023. Moreover, on May 16, a manipulated
video posted on X purporting to portray a xenophobic attack by a South African mob
lynching Nigerians was determined to be from an incident in April 2023 in Haiti where
a crowd were lynching suspected gang members.

Moreover, there have been misleading posts about the elections. One such post on
May 25 on Facebook, claimed that voters must bring their black ballpoint pens to
voting stations as they will only be given pencils to vote, and their marks would be
erased upon voting. The IEC rejected this claim as untrue. Another post on the
platform on May 22, bearing a doctored image of an official letter, claimed that one
of the country’s largest trade unions, the National Union of Metalworkers of South
Africa (NUMSA), had mandated its members to vote for the Umkhonto weSizwe
party. NUMSA issued a statement dispelling the claim. Another series of decade-old
rumours circulated online were based on false claims that if a voter did not go to vote
or cast their ballot, their vote would automatically go to the ANC, the ruling party.
The IEC had previously debunked a similar rumour in May 2019.

In addition, there have been attempts to impersonate key election officials on social
media. On January 9, it was reported that the /EC Chairperson, Mosotho Moepya, had
been a victim of an imposter on WhatsApp. The imposter had on two separate
incidents conversed with unsuspecting officials of political parties purporting to
arrange to influence the election. Likewise, on May 19, 2024, the IEC revealed that
two WhatsApp accounts were impersonating the Chief Electoral Officer (CEQ), Mr Sy
Mamabolo. These included a WhatsApp account bearing the profile image of the
CEO, and another by someone named “Moloi (IEC IT SPECIALIST)” who claimed to
represent the CEO and offered to influence the outcome of the elections. Similar
incidents occurred in October 2022 and in February 2023.

The IEC condemned the incidents, pointing out that such acts could damage its
reputation and undermine its preparations for the election. While the incidents were
reported to the South African Police Service (SAPS), the outcome of the
investigations is not known.

Concerns around user privacy and data breaches have also been noted. On March 11,
2024, the Information Regulator announced that it had received two notifications
from the IEC regarding a security compromise leading to the unlawful release of
candidate lists for the ANC and the MK party for the 2024 elections. It was not
disclosed whether the breach was a result of hacking or an unauthorised disclosure.
On April 20, a Facebook page purported to advertise employment opportunities at
the IEC, claiming that “no education” was required for the positions, yet the IEC had
no such listings. Given the level of unemployment in the country, the personal data
of the unsuspecting public could have been compromised.
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https://factcheck.afp.com/doc.afp.com.34RB67J
https://factcheck.afp.com/doc.afp.com.34TD3Z9
https://factcheck.afp.com/doc.afp.com.34TD3Z9
https://africacheck.org/fact-checks/meta-programme-fact-checks/south-africas-electoral-commission-dismisses-claims-voters
https://africacheck.org/fact-checks/meta-programme-fact-checks/beware-south-africa-ignore-viral-statement-claiming
https://africacheck.org/fact-checks/meta-programme-fact-checks/its-not-true-if-you-dont-vote-south-africas-elections-your
https://x.com/IECSouthAfrica/status/1126133593171009536
https://www.elections.org.za/pw/News-And-Media/News-List/News/News-Article/Electoral-Commission-warns-of-impostor-posing-as-Chairperson-Mosotho-Moepya?a=AISDGvpz75ps1usOfX7oiu9SU99dqs870zE9+nEc3+A=
https://www.elections.org.za/pw/News-And-Media/News-List/News/News-Article/Electoral-Commission-warns-of-impostor-posing-as-CEO-Sy-Mamabolo?a=AISDGvpz75ps1usOfX7oim/mKY0X1mfHBUiLWE5uzSA=
https://x.com/IECSouthAfrica/status/1630546402303418368
https://africacheck.org/fact-checks/meta-programme-fact-checks/no-south-africas-electoral-commission-not-advertising-jobs

Spotlight on Issues at Stake in the Election

South Africa is the most unequal country in the world, with inequality
manifested through skewed income distribution, unequal access to land and opportunities, and regional
disparities. The top 10% of the population holds 80.6% of financial assets while the national poverty rate
is nearly 20%, which is twice the average for countries with similar income levels.

The high levels of unemployment, which peaked at 32.9% in 2024, is a critical issue, with
almost half (45.5%) of the young people without jobs. According to Stats SA, the unemployment rate
among young females was estimated at 49.4% in 2024.

The country has the highest crime index (75.4) in Africa and is ranked as the fifth most
dangerous country globally. The per capita murder rate was 45 per 100,000 in 2023, and reports show that
someone is raped or sexually abused every 25 seconds.

South Africa ranked 83 out of 180 countries in the Corruption Perception Index. Despite a
robust anti-corruption framework, implementation is weak, thus entrenching a culture of graft as evident
in the rampant corruption scandals among the political and business community.

The country has faced an energy crisis, water shortages, lack of proper housing
and limited access to healthcare and education for rural and poor communities, with at least 16 million
South Africans relying on welfare grants for survival.

The legacy of racism remains deeply embedded as part of the South African
experience. Race is a central issue and is often used by politicians as a ‘wedge’ issue to mobilise support.
Locals blame foreigners for taking away employment and housing opportunities, the
increase of drug abuse, and the breakdown of the economy. Xenophobic violence by vigilante groups, e.g.,
Operation Dudula, discrimination, anti-immigrant rhetoric, hate speech and anti-immigrant sentiments on
social media are used to demonise foreigners ahead of the election.
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https://documents1.worldbank.org/curated/en/099125303072236903/pdf/P1649270c02a1f06b0a3ae02e57eadd7a82.pdf
https://www.imf.org/en/News/Articles/2020/01/29/na012820six-charts-on-south-africas-persistent-and-multi-faceted-inequality
https://www.theguardian.com/world/article/2024/may/23/south-africa-elections-what-are-the-issues-and-will-the-anc-lose
https://www.statssa.gov.za/?p=17266#:~:text=South%20Africa%2C%20like%20many%20countries,the%20first%20quarter%20of%202024.
https://www.statista.com/statistics/1356732/countries-with-highest-crime-index-in-africa/
https://southafrica.hss.de/news/news/murder-trends-in-south-africas-deadliest-provinces-news10717/#:~:text=The%20South%20African%20per%2Dcapita,the%20highest%20in%2020%20years.
https://tears.co.za/wp-content/uploads/2020/07/presentation.pdf
https://www.transparency.org/en/countries/south-africa
https://www.dailymaverick.co.za/article/2021-10-07-anc-fails-to-stop-the-corruption-train-32-major-scandals-four-in-2021-alone/
https://apnews.com/article/africa-south-africa-business-government-and-politics-e806adebeaef73acd6326316eb0f72af
https://apnews.com/article/south-africa-health-law-elections-e1e15892eaa6efa51cc1bf14959d3453
https://apnews.com/article/south-africa-schools-transport-inequality-ce5750af0ff0e6e1570b2fd6248bd62b
https://apnews.com/article/south-africa-freedom-day-anniversary-2c38c670bc9a90b65b53670439220c56
https://www.bbc.com/news/world-africa-46071479
https://theconversation.com/racism-in-south-africa-why-the-anc-has-failed-to-dismantle-patterns-of-white-privilege-187660
https://theconversation.com/the-thorny-issue-of-race-in-south-african-politics-why-it-endures-almost-30-years-after-apartheid-ended-215269
https://www.npr.org/2024/05/23/1252932742/south-africa-elections
https://www.hrw.org/news/2024/05/06/south-africa-toxic-rhetoric-endangers-migrants
https://www.youtube.com/watch?v=rogZ8BYg-kM&t=6s
https://www.hrw.org/news/2023/09/28/xenophobia-rears-its-ugly-head-south-africa
https://allafrica.com/stories/202405140211.html

Ongoing Actions hy
Regulators and Stakeholders

Ahead of the elections, various stakeholders and groups have been taking action to
address the potential threats to election and information integrity.

The IEC adopted the Principles and Guidelines for the Use of Digital and Social Media
in Elections in Africa, adopted by the Association of African Electoral Authorities in
November 2023. The principles and guidelines aim to enhance the capacity of
stakeholders to harness the power of social media while tackling their adverse
effects such as misinformation and disinformation. The IEC also developed an
election code of conduct which has been signed by political parties and candidates.
The IEC has also leveraged Information and Communication Technologies and
developed various portals for election results, political party statistics, voter
registration, voter information, voter education, and e-learning. It also has a voter
mobile application, a mobile helpline, and a presence on major social media
platforms (Facebook, Instagram, X and YouTube) in its efforts to provide access to
information and education on elections.

Moreover, the Real411 portal developed by Media Monitoring Africa (MMA) in
collaboration with stakeholders has facilitated the reporting and showed trends in
harmful content on social media, such as misinformation and disinformation. Also,
fact-checking organisations such as Africa Check and AFP have played an important
role in debunking myths and fact-checking misleading claims by politicians and
political parties in their manifestos ahead of the election.

Meanwhile, platforms such as Google, Meta, and TikTok have announced various
measures to promote election integrity, including working with fact-checkers,
conducting content moderation and labelling, media information literacy,
transparency on political advertising and directing users to reliable and trustworthy
information.

On May 14, South Africa’s Information Regulator published a guidance note on how
political parties and candidates could use the personal information of voters ahead
of the elections. The note outlines the conditions for the lawful processing of
personal data, the manner of obtaining consent and the obligations of political
parties and candidates when seeking political donations, conducting direct
marketing, sending unsolicited communication, and mitigating misinformation and
disinformation.
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https://www.elections.org.za/content/Documents/Event-materials/2024-Principles-and-Guidelines-for-the-Use-of-the-Digital-and-Social-Media-in-Elections-in-Africa/English---Principles-and-Guidelines-for-the-Use-of-the-Digital-and-Social-Media-in-Elections-in-Africa/
https://www.elections.org.za/content/Documents/Event-materials/2024-Principles-and-Guidelines-for-the-Use-of-the-Digital-and-Social-Media-in-Elections-in-Africa/English---Principles-and-Guidelines-for-the-Use-of-the-Digital-and-Social-Media-in-Elections-in-Africa/
https://results.elections.org.za/home/Downloads/NPE-Results
https://www.elections.org.za/pw/StatsData/Political-Parties-Statistics
https://registertovote.elections.org.za/
https://registertovote.elections.org.za/
https://online.elections.org.za/voterportal/
https://www.elections.org.za/pw/voter/voter-information
https://elearning.elections.org.za/login/index.php
https://www.elections.org.za/pw/Voter/IEC-Mobile-App
https://www.elections.org.za/pw/Voter/IEC-Mobile-App
https://web.facebook.com/IECSouthAfrica?_rdc=1&_rdr
https://www.instagram.com/iecsouthafrica/?hl=en
https://x.com/iecsouthafrica?lang=en
https://www.youtube.com/user/IECSouthAfrica/videos
https://www.real411.org/
https://www.real411.org/trends
https://africacheck.org/fact-checks/reports/election-manifestos-south-africa-according-political-parties-rivalling-big
https://factcheck.afp.com/
https://blog.google/intl/en-africa/company-news/how-google-is-supporting-election-integrity-in-south-africa/
https://about.fb.com/news/2024/04/how-meta-is-preparing-for-the-2024-south-african-elections/
https://newsroom.tiktok.com/en-africa/zaelections
https://inforegulator.org.za/wp-content/uploads/2020/07/FINAL-GUIDANCE-NOTE-ON-THE-PROCESSING-OF-PERSONAL-INFORMATION-OF-VOTERS-AND-THE-COUNTERING-OF-MISINFORMATION-AND-DISINFORMATION-DURING-ELECTIONS.pdf

Conclusions

From the foregoing, it is clear that the fault lines that have fragmented the unity of
the Rainbow Nation are being manipulated in ways that threaten its democracy. As
the internet, social media and technology adoption increase, attacks on information
and election integrity could intensify if no action is taken continuously. Therefore, we
make the following recommendations:

e We call upon all stakeholders including civil society, the IEC, social media
platforms, media, fact-checking organisations, political actors, election
observers, and law enforcement to be vigilant before, during and after the
elections.

e We call upon stakeholders to collaborate in monitoring digital threats to
election and information integrity and implement robust responses to
combat them whilst protecting digital rights.

e We call upon civil society and election observers to document the actions of
and hold the government, IEC, social media platforms and other actors
accountable for their responses.

e We call upon the IEC, political parties, candidates and social media platforms
to adhere to the Principles and Guidelines for the Use of Digital and Social
Media in Elections in Africa.
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