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Introduction

The implementation of digital identity systems in Nigeria is being managed by the Nigerian
Identity Management Commission (NIMC). The commission was established by the NIMC Act
2007* with the mandate to create, manage, maintain and operate a national identity database,
including the harmonisation and integration of existing databases.? The Commission is also
mandated to register citizens and non-citizens who are legal residents into the national identity
database, and to issue national identification numbers (NIN) to those registered.3

By 2017, 10 years after the NIMC’s establishment, only 20 million Nigerians (about 10% of the
population), had been captured into the country’s digital identity database. In 2019, the
Commission claimed that it needed 10,000 registration centres to operate optimally. At the time,
the Commission only had 1,000 registration centres. To mitigate the logistical challenges, the
Commission partnered with other public and private organisations in what is now referred to as
the Digital Identity Ecosystem to accelerate the process and significantly increase the number of
Nigerians captured on its database.

According to the NIMC, the Digital Identity Ecosystem is “a framework involving working with
public and private service providing partners, to create an enabling environment for the effective
and efficient mass enrolment of Nigerians and legal residents in Nigeria into a centralised, secure
National Identity Database where digital identities are issued to everyone in the form of the
National Identification Number (NIN)”.* With this approach, NIMC is able to partner with private
and public entities for provision of data collection services and issuance of the NIN under the
National Identity Management System (NIMS) programme.

These partnerships are expected to lead to the significant expansion of the national identity
database through massive enroliment. However, the immediate risk posed by these partnerships
is very clear. For example, it is not known whether licensed partners have the capacity to ensure
the preservation, protection, sanctity, privacy, and security (including cybersecurity) of data
collected into the national identity database as envisaged by the NIMC Act.5

1 National Identity Management Commission, Organizational Mandate, https://nimc.gov.ng/about-us/
2 NIMC Act 23 of 2007, Section 5a

3 NIMC (2 above, Section 5b, c and d)

4 NIMC, The Digital Identity Ecosystem, https://nimc.gov.ng/digital-identity-ecosystem/

5 Ibid n2Section 5g
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Nonetheless, the ecosystem approach has some benefits, including avoiding duplication as the existing facilities of
government departments and private sector partners in Nigeria can be leveraged, as opposed to the NIMC having to
build new ones.

The ecosystem approach is not unique to NIMC or Nigeria. The Unique Identification Authority of India (UIDAI) in its
ecosystem adopts a network of tight-knit agencies supporting UIDAI for enrolment and authentication.® Colombia
has a private sector-led national digital identity ecosystem which manages interactions among four types of
participants - users, issuers, verifiers, and trust providers.” Pakistan’s National Database and Registration Authority
(NADRA) launched digital ID authentication on smartphones as part of its goal to revamp the country’s identification
system into a robust citizen-centric system rolling out digital public goods.8 This enables citizens to apply for ID cards
and sign up for bank services via their smartphones. The World Economic Forum (WEF) lists more examples of digital
ID ecosystems in its guide for digital identity ecosystems.®

This research brief therefore looks at the ongoing drive by the NIMC to massively expand the digital identity
database in the country through an ecosystem approach. The brief interrogates the ecosystem strategy adopted by
NIMC, which enables the commission to work with private and public agencies to enroll citizens into the digital
identity database. The research seeks to highlight the opportunities and risks in this approach and make
recommendations to mitigate these risks.

In addition, the brief analyses the general pros and cons of digital identification. It charts the history of digital
identification efforts in Nigeria, highlighting the pitfalls of previous efforts and extracting useful lessons from the
experience. The research consolidates its proposition by looking at global best practices to inform its
recommendations.

6 Unique Identification Authority of India, https://uidai.gov.in/ecosystem.htm|

7 See page 66 at https.//www3.weforum.org/docs/WEF_Guide_Digital_ldentity_Ecosystems_2021.pdf

8 World Asia, Pakistan launches digital ID authentication on smartphones,
https.//gulfnews.com/world/asia/pakistan/pakistan-launches-digital-id-authentication-on-smartphones-1.82186054

9 https://www3.weforum.org/docs/WEF_Guide_Digital_Identity Ecosystems_2021.pdf
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History of Digital =~
Identification in Nigeria

Digital identification efforts in Nigeria can be traced to 1978 when the then Department of
National Civil Registration (DNCR) was set up to issue national identity cards.'® Between 1979 and
2000, no significant achievement was recorded by the DNCR, partly due to the many disruptions
in governance that Nigeria experienced at the time, due to military coups. This perhaps explains
why it was shelved eventually. In 2001, the government awarded a contract for the provision of 60
million identity cards to a French company, SAGEM. This exercise was marred by the indictment of
SAGEM by a French court, for bribing three federal ministers and others who were implicated in a
USD 2 million bribery scandal at the time.!

SAGEM was only able to produce half of the cards it was contracted to produce and declined to
hand over the national identity database and system to the NIMC, with the parties failing to agree
terms of settlement of the dispute. The NIMC'’s Director General stated at the time that while the
Nigeria government was willing to negotiate a settlement, SAGEM’s demands related to vendor
and technology lock-in were unagreeable.*?

Since 2007 when the NIMC was established, Nigeria has had many digital identification projects
across different sectors. This has resulted in the proliferation of digital identification and
databases. There have been calls by many stakeholders, including the country’s president, for the
harmonisation of the data, to create a unique system of identification in the country. ** There are
at least 13 federal agencies and three sub-national units who have offered or are offering digital
ID services, collecting similar biometric information of citizens in Nigeria.'® This is in addition to
NIMC'’s own previous effort to work with contractors to achieve its mandate of providing digital
identification for Nigerian citizens and legal residents since 2007. Therefore, there is sufficient
basis to assess the opportunity and risks inherent in the creation of digital ID databases in Nigeria,
while exploring lessons from other countries.

10 Paradigm Initiative, Policy Brief: The Digital Identity Process in Nigeria, https://paradigmhgq.org/policy-brief-the-digital-identity-process-in-nigeria/

11 Vanguard, N34bn ID card scam: French court fines coy for bribing Nigerian officials,
https://www.vanguardngr.com/2012/09/n34bn-id-card-scam-french-court-fines-coy-for-bribing-nigerian-officials/

12 See presentation by Chris ‘E Onyemenam,
Closure of 2001 agreement and handover of the nigerian national identity card programme- the issues,
https.//www.nimc.gov.ng/docs/sagem%20handover%20issues.pdf

13 Premium Times, Buhari wants NPC, NIMC, INEC, FRSC, others, to harmonise biometric data,
https.//www.premiumtimesng.com/news/top-news/188153-buhari-wants-npc-nimc-inec-frsc-others-to-harmonise-biometric-data.htm/

14 NIMC, A Strategic Roadmap for Developing Digital Identification in Nigeria,
https://www.nimc.gov.ng/docs/reports/strategicRoadmapDigitallD_Nigeria_May2018.pdf Page 3, para 3
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Lessons from_
Recent Experiences

Nigeria’s journey to creating a digital identity database is not new. An assessment of previous
efforts can help to foretell the likely problems that the process could face. In order to do this,
previous efforts by NIMC and other digital identification efforts in Nigeria, such as the biometric
SIM card registration exercise, the biometric voters card registration exercise, and the bank
verification registration exercise are examined below.

NIMC and Chams PLC National ID Project

In 2006, the Nigerian government sent out a call for bids for the National ID project. Chams PLC, a
Nigerian company that provides integrated identity management and identity and payments
transactional systems and solutions,*> won the bid for the National Identity Card (NIC) concession.
Chams subsequently invited MasterCard, a renowned global payments company, to work as one
of its technical partners.!¢ Later, Chams accused Mastercard of colluding with its client, NIMC, to
frustrate the concession.'” The NIMC rejected Cham’s claims, arguing that the concession
agreement was terminated in February 2015 for non-performance.®

The matter was litigated in court, with a Federal High Court in Nigeria in November 2019 issuing
an interim injunction restraining the NIMC and Mastercard from “further manufacturing,
producing, designing and or printing or authorizing the manufacturing, production, designing, and
or printing of the National Identity Card”.?® In addition, the Federal High Court ordered all Nigerian
banks not to honour any Mastercard transaction that had the logo of the NIMC on it, pending
determination of a design infringement suit filed by Chams.?®

The national identity card, although designed primarily as an ID card, also has other functions that
include the incorporation of bank transaction functionality such as cash withdrawals, balance
enquiries, PIN change, bill payments, account transfers, and airtime purchases. It also features
biometric functionality with electronic payments, and International Civil Aviation Organisation
(ICAO) travel card.?

To continue with the project, the NIMC focused on issuing National Identity Numbers (NIN) and
de-emphasising the physical cards in compliance with the court order. In addition, the NIMC cut
ties with Mastercard in the issuance of the cards, such that the court judgment would not affect
the commission’s operations.

15 Chams  Company Profile,  https://chamsplc.com/about-us/

16 Chams,  NIMC, Chams; kicks off the National Identity Database Project,  https://chamsplc.com/nimc-chams-kicks-off-the-national-identity-database-project/

17 ITPulse,  How Mastercard is frustrating National ID Card project — Chams,
https://itpulse.com.ng/2019/05/03/how-mastercard-is-frustrating-national-id-card-project-chams/

18 NIMC,  NIMC is Not to Blame for Chams Misfortune, https.//nimc.gov.ng/nimc-is-not-to-blame-for-chams-misfortune/

19 TechEconomy.NG,  Chams vs Mastercard, NIMC and 22 banks: Court stops issuing of National identity card,
https.//techeconomy.ng/2019/11/chams-vs-mastercard-nimc-and-22-banks-court-stops-issuing-of-national-identity-card/

20 Court Restrains Nigerian Banks from Honouring National ID Produced by Mastercard,
https.//www.brandiconimage.com/2019/11/court-restrains-nigerian-banks-from.htm/

21 PM News, Court restrains Nigerian banks from honouring National ID produced by Mastercard,
https.//pmnewsnigeria.com/2019/11/19/court-restrains-nigerian-banks-from-honouring-national-id-produced-by-mastercard/
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SIM Card Registration Exercise

In response to pressure mounted by security stakeholders in Nigeria, citing how unregistered SIM cards were aiding
terrorism and other crimes in the country,? the government in 2011 announced mandatory biometric SIM card
registration, with the Nigerian Communications Commission (NCC) appointing SIM Card Registration Agents
nationwide to help carry out the exercise.?® The agents were responsible for capturing biometric data of citizens,
including fingerprints, and transferring the same to the NCC database. The Nation, a leading newspaper in Nigeria,
detailed the woes of this exercise after two years, which included failed registrations, extortions of subscribers by the
agents, and failure to abide by the standards and parameters set by the NIMC for the reliability of the captured
data.?

The NCC, after many years, said that a lot of improperly registered, unregistered and pre-registered SIM cards,
characterised the exercise. Many registration agents were found to have either deliberately flouted the registration
principles or refused to correct their mistakes when informed. Despite all the measures and warnings, many agents
still fraudulently violate the SIM card registration rules.? In 2013, Paradigm Initiative monitored a specific case where
a laptop sold to an unsuspecting buyer by one of the NCC’s contracted registration agents still had the biometric data
of subscribers captured during SIM card registration.

In late 2020, the government introduced a Revised National Identity Policy For SIM Card Registration, requiring users
to link their SIM cards to their NIN, with threats to deactivate unregistered SIM cards by December 2020.# This
amounted to an admission that the biometric SIM registration exercise was a failure and that it had barely achieved
one of its major objectives, which was to create a reliable database of subscribers.

A whitepaper published by the GSMA, an umbrella organisation representing the
interests of network operators globally, posits that criminals and terrorists use
prepaid SIM cards to help stay anonymous and avoid easy detection, noting that
there has been no empirical evidence that mandating the registration of prepaid
SIM users leads to a reduction in criminal activities. The whitepaper equally posits
that there is no evidence that the prevalence of unregistered SIM users is linked to a
greater risk of criminal or terrorist activities.?®

This brief does not disregard the relevance of digital identification to addressing
societal issues, but demonstrates why it is problematic to pursue identification
objectives as primarily a security measure or as a magic wand that will fix all
problems when implemented.

22 Vanguard,  Juwah restates security need for SIM card registration,
https.//www.vanguardngr.com/2011/06/juwah-restates-security-need-for-sim-card-registration/

23 NCC,  Remarks by Dr. Eugene Juwah, Executive Vice Chairman (EVC) of the Nigerian Telecommunications Commission (NCC) at the Flag-off of Nationwide Sim Card
Registration,  https://www.ncc.gov.ng/documents/186-flag-off-of-nationwide-sim-card-registration/file

24 The Nation,  SIM registration blues,  https.//thenationonlineng.net/sim-registration-blues/

25 Vanguard,  NCC decry continued fraudulent SIM registrations,  https://www.vanguardngr.com/2019/04/ncc-decry-continued-fraudulent-sim-registrations/

26 Paradigm Initiative,  PIN Policy brief No 2: An Internet Freedom Charter for Nigeria,
https://paradigmhg.org/wp-content/uploads/2021/04/Policy-Brief-002-An-Internet-Freedom-Charter-For-Nigeria.pdf

27 Peoples Gazette,  Nigerian government to deactivate 163 million phone lines over controversial NIN requirements,
https://gazettengr.com/nigerian-government-to-deactivate-163-million-phone-lines-over-controversial-nin-requirements/

28 GSMA,  The Mandatory Registration of Prepaid SIM Card Users,
https://www.gsma.com/publicpolicy/wp-content/uploads/2013/11/GSMA_White-Paper_Mandatory-Registration-of-Prepaid-SIM-Users_32pgWEBVv3.pdf
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Bank Verification Number (BVN) Exercise

The Bank Verification Number is a unique biometric identification for all bank customers that was introduced by the
Central Bank of Nigeria?® in 2014 to “protect bank accounts of customers from unauthorised access, address issues
of identity theft, thus reduce exposure to fraud, and enhance the banking industry’s chances of being able to fish out
blacklisted customers”.3° Unlike the SIM card registration exercise, the BVN registration exercise to an extent met the
standards required by the NIMC for digital identification database harmonisation. According to the NIMC, it was able
to harmonise 11 million out of 35 million BVN records with the NIN database by May 2019.3! By January 2021, at
least 15 million people with BVN had been linked with the NIN.3?

Research published by the International Journal of Engineering Research and Technology?® on the effect of the BVN
on fraud management of selected commercial banks in Nigeria concluded that the BVN has a significant positive
effect on reduction of identity theft and safety of depositors’ funds. The BVN also has a significant effect on fraud
management of the studied commercial banks, according to the research.

A key difference between the processes deployed for SIM card registration and the BVN registration is in the method
of data collection. While the Central Bank of Nigeria leveraged the platforms of its licensees, the banks, to
implement the BVN registration exercise, the NCC contracted independent agents who somewhat frustrated the
exercise due to greed to make as much money as possible from the exercise because their payments depended on
the number of individuals they enrolled. The agents were focusing on reporting numbers without diligently carrying
out the exercise.

29 Ol Igwebuike, Newspaper Coverage of Bank Verification Number Enrolment in Nigeria’,
https://core.ac.uk/reader/234653510

30 EE Esoimeme, A Critical Analysis of the Bank Verification Number Project introduced by the Central
Bank of Nigeria, https://www.academia.edu/download/59763689/BankVerificationNumber20190617-75266-1y1jrsx.pdf

31 Daily Trust, NIMC Harmonises 11m Out Of 35m BVN Records With NIN, https.//dailytrust.com/nimc-harmonises-11m-out-of-35m-bvn-records-with-nin

32 TheGuardian, 15 million BVN already linked with NIN, says NIMC boss, https.//guardian.ng/news/15-million-bvn-already-linked-with-nin-says-nimc-boss/

33 RA Nnachi, Effect of Bank Verification Number on Fraud Management of Selected Commercial Banks in Ebonyi State, Nigeria, — International Journal of Engineering
Research and Technology. ISSN 0974-3154, Volume 13, Number 6 pp. 1165-1172

34 Ibid

Meanwhile, the wide gap between the total BVN registered numbers and the total
number that NIMC found useful for its objectives shows the BVN registration exercise
had its challenges as well, especially with respect to being a reliable database for digital
identification.
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Permanent Voters Card (PVCs)

In 2012, the Independent Nigeria Electoral Commission (INEC) announced that it would issue permanent voters
card (PVCQ) to all eligible voters in Nigeria.3* The PVC stores biometric data such as thumbprints.3® The card is
designed to prevent multiple voting and other forms of voter fraud and will be used for identification,
authentication and for voting, according to the INEC. The electoral body worked with private contractors, butin a
slightly different context. While the technology and the machines for the PVC were provided by private
contractors, the registration of voters was carried out by the INEC itself.

There were challenges with the registration process, but they did not prevent many voters from registering. For
example, there were allegations that those who came to register were often asked to contribute money to
purchase fuel for INEC officials to run their power generator at the registration centre.?” Similar allegations,
including of extortion,*®3° have been made about NIMC's registration centres.

The real lesson from the deployment of PVCs vis-a-vis digital identification objective lies in the argument that
PVCs have not successfully ended electoral fraud. This was the primary reason it was introduced. Traditional issues
such as vote buying and abuse of power of incumbency,*® voter intimidation, ballot box snatching/stuffing,
underage voting,* falsification of results and other associated electoral malfeasance remains.

35 VoA, Nigeria Electoral Commission to Issue ‘Permanent’ Voter Cards, https://www.voanews.com/africa/nigeria-electoral-commission-issue-permanent-voter-cards

36 INEC, Permanent Voters Card (PVC), https.//inecnigeria.org/permanent-voters-card-pvc/

37 TheGuardian, PVC registration/ collection: Nigerians share their experience,
https.//guardian.ng/saturday-magazine/pvc-registration-collection-nigerians-share-their-experience/

38 Punch, Students, parents protest national ID racketeering, extortion in Lagos,
https.//punchng.com/students-parents-protest-national-id-racketeering-extortion-in-lagos/

39 International Center For Investigative Reporting, How desperate applicants encourage extortion in NIN enrolment,
https://www.icirnigeria.org/how-desperate-applicants-encourage-extortion-in-nin-enrolment/

40 Center for Democracy and Development, Electoral Corruption in Nigeria; A study of the 2019 General Elections,
https://www.africaportal.org/publications/electoral-corruption-nigeria-study-2019-general-elections/ (

41 Premium Times, Don’t blame us, INEC says on Kano’s underage voters,
https://www.premiumtimesng.com/news/headlines/258443-dont-blame-us-inec-says-kanos-underage-voters.html
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The Role of
Development Partners

In February 2020, the World Bank Board, working with other development partners including the
European Union under its Identification for Development (ID4D) program with the goal of
providing everyone on the planet with a legal identity by 2030,*? approved a loan of USD 115
million to enable the NIMC to increase the number of persons with a national ID number in Nigeria
to 148 million by July 2024.%% The identity management system got additional co-financing of USD
315 million from the European Investment Bank and the French Agency for Development.*

This funding will support the NIMC'’s ecosystem model of driving enrollment through a significant
increase in the number of registration centres.** The support came with conditionalities* that
echoed civil society demands regarding the implementation of digital ID systems in Nigeria.*’” For
example, Nigeria is required to enact a data protection law. Also, cybersecurity impact
assessments of NIMC licensees are required. These conditions are a good step towards mitigating
some of the envisaged risks. However, these conditionalities only apply within the context of the
support by these multilateral partners.

Through NIMC, the government has continued to drive mass enrollment without fulfilling these
requirements which should have been necessary at the outset with or without conditionalities
imposed by external stakeholders. This, therefore, reveals the weakness in the institutional
capacity of NIMC to carry out digital identification objectives with all appropriate safeguards in
place.

This will not exclusively be a NIMC problem. For a country that has pursued digital identification
objectives since 1978, the enactment of relevant laws that would guarantee the establishment of
appropriate safeguards would have gone a long way in mitigating some of the current challenges.
Also, looking at the number of biometric data mining projects that have been carried out by the
Nigerian government, it is inexcusable that the country is yet to enact a data protection law.
Instead, the government issued a data protection regulation (Nigerian Data Protection Regulation,
NDPR) in February 2019,%® a move that fills some gaps but which many stakeholders believe has not
sufficiently addressed the data protection framework lacuna in Nigeria.*

42 World Bank Group, ID4D Identification for Development,
https.://id4d.worldbank.org/sites/id4d.worldbank.org/files/2019-10/ID4D%20Program%20Brochure%2010152019.pdf

43 The World Bank, Nigeria Digital Identification for Development Project,  https.//projects.worldbank.org/en/projects-operations/project-detail/P167183

44 National Identity Management Commission, World Bank Approves Nigeria’s Identity Project, Five Others’
https://nimc.gov.ng/world-bank-approves-nigerias-identity-project-five-others/

45 Leadership Newspaper, World Bank’s $433m Loan Will Increase Registration Centres, NIN Issuance — Aziz,
https://leadership.ng/world-banks-433m-loan-will-increase-registration-centres-nin-issuance-aziz/

46 World Bank, International Development Association: Project Appraisal Document on a Proposed Credit to the Federal Republic of Nigeria For Digital Identification For
Development Project, https.//documents1.worldbank.org/curated/en/250181582340455479/text/Nigeria-Digital-ldentification-for-Development-Project.txt

47 Paradigm Initiative, PIN, Sarah Solomon-Ese vs NIMC, Attorney General,
https://paradigmhq.org/wp-content/uploads/2021/04/v.-NATIONAL-IDENTITY-MANAGEMENT-COMMISSION-ATTORNEY-GENERAL-OF-THE-FEDERATION-. pdf

48 Hunton Andrews Kurth, Nigeria Issues New Data Protection Regulation,
https://www.huntonprivacyblog.com/2019/04/05/nigeria-issues-new-data-protection-regulation/

49 International Network of Privacy Law Professional,  Data Privacy and Protection Regulations in Nigeria,
https://inplp.com/latest-news/article/challenges-confronting-implementation-of-data-privacy-and-protection-regulations-in-nigeria/
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In Kenya, for example, the court held that biometric data must be protected against unauthorised access and that
there should be a sufficient data protection and security measure in place designed to prevent unauthorised data
breaches.5® The court ordered that the implementation of National Integrated Identity Management System (NIIMS)
and the processing and utilisation of data collected under the scheme should continue only on condition that an
appropriate and comprehensive regulatory framework on the implementation of NIIMS that is compliant with the
applicable constitutional requirements identified in the judgment is first enacted. This echoed the judgment of the
Nigerian court in a suit filed by Paradigm Initiative on the implementation of digital identification system in Nigeria.>!
This, perhaps, explains why Nigeria is working to elevate the NDPR into the status of an Act of the National

Assembly.5?

50 Grace M & J Satar, Huduma Namba Judgement Summary, https.//cipit.strathmore.edu/huduma-namba-judgement-summary/

51 Mondag, Federal High Court Affirms The Data Privacy Rights Of Nigerian Citizens,
https.//www.mondaq.com/nigeria/privacy-protection/841960/federal-high-court-affirms-the-data-privacy-rights-of-nigerian-citizens

52 One Trust Data Guidance, Nigeria: NITDA publishes draft Data Protection Bill 2020 for public comments,
https.//www.dataguidance.com/news/nigeria-nitda-publishes-draft-data-protection-bill-2020-public-comments
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Digital Identification:
Pros and Cons

In a 2019 report titled “Digital Identification: A Key to Inclusive Growth”, McKinsey, the American
management consulting firm, highlights the economic potential of good digital ID, describing it as
an enabler of economic, social, and political activity in a digital age, and arguing that good digital
ID is “a new frontier in value creation for individuals and institutions.”*®* The World Bank identifies
the risks of creating digital ID systems as exclusion; the risk of further isolating excluded groups;
the possibility of privacy and security violations; identity theft; data fraud; cybercrimes and
cyberattacks; vendor and technology lock-in; and unsuitable or unsustainable technology and
design choices.> They also identify weak civil registration systems, limited connectivity and other
infrastructure challenges, lower literacy levels, low government capacity and trust, poor
procurement, and insufficient cybersecurity capacity as risks specific to low and middle-income
countries implementing digital ID systems.

Nigeria ticks almost all the boxes when it comes to the risks identified by the World Bank. However,
many issues in Nigeria could be addressed through the implementation of a digital identification
system. For example, Muhammadu Buhari, the incumbent Nigerian president, posits that digital ID
will help the country better handle national security threats and enhance strategic national
planning and efficient utilisation of the country’s limited resources.*® Also, the problem with ghost
workers (someone recorded on the payroll system, but who does not work for the organisation)
appears to be addressed through the implementation of digital ID systems in Nigeria.*®

All over the world, the implementation of digital ID systems continues to generate debates on its
benefits and risks. The Indian Aadhaar program is one of the most talked-about digital
identification systems in the world. With a population of about 1.3 billion people, India has
covered about 90% of its population®” and 99% of its adult population.®® Opinions differ on the
gains of the implementation of digital IDs in India. While critics posit that it has been plagued by a
various internal and legal problems, as well as major leaks and vulnerabilities in the overall
security of the system,*® proponents highlight the benefits of implementing the system, which
include effective subsidy disbursal mechanisms; digital storage of documents; addressing fictitious
property ownership; removal of ghost accounts and individuals; and offering a reliable means for
identification.®®

53 McKinsey, Digital Identification: A key to Inclusive growth,
https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/digital-identification-a-key-to-inclusive-growth

54 World Bank, Creating a good ID system presents risks and challenges, but there are common success factors,
https.//id4d.worldbank.org/guide/creating-good-id-system-presents-risks-and-challenges-there-are-common-success-factors

55 The Guardian, NIN registration crucial to combating insecurity, says Buhari,
https://guardian.ng/news/nin-registration-crucial-to-combating-insecurity-says-buhari/

56 Nigerian Tribune, Gombe Discovers 668 Ghost Workers, Saves Over N37m After Biometric Capture of Civil Servants,
https://tribuneonlineng.com/gombe-discovers-668-ghost-workers-saves-over-n37m-after-biometric-capture-of-civil-servants/

57 Business Standard, Aadhaar Cards issued to over 90% population of India as of Feb 2020: Govt,
https.//www.business-standard.com/article/pti-stories/aadhaar-issued-to-over-90-pc-of-population-dhotre-120031901006_1.html

58 https://uidai.gov.in/aadhaar_dashboard/

59 Mardav Jain, The Aadhaar Card: Cybersecurity Issues with India’s Biometric Experiment,
https://jsis.washington.edu/news/the-aadhaar-card-cybersecurity-issues-with-indias-biometric-experiment/

60 S Kumarr, How Aadhaar Helps the Government and the Citizens, https://www.paisabazaar.com/aadhar-card/how-aadhaar-helps-the-government-and-the-citizens/
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Conclusions

The ecosystem approach to digital identification in Nigeria offers the NIMC the highest chance of
fulfilling its mandate of providing digital identification for all Nigerian citizens and legal residents.
In addition, the ecosystem approach serves to reduce or eliminate the duplication and wastage of
scarce resources by the different data controllers, both private and public as they can harmonise
and share data collection programmes.

There are, however, inherent risks and challenges including the failure to enact enabling legislation
that can guide in the implementation of the approach, sabotage by data controllers who view the
harmonisation as a lost opportunity to make money from the exercise, and blatant abuse of
personal data and privacy.
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Recommendations

For Nigeria to mitigate the identified risks in the NIMC’s ecosystem approach to digital ID
enrolment in Nigeria, while maximising the benefits and opportunities, it is recommended that:

1.

The NIMC must perform its regulatory functions in a more robust and structured way to
create sanity in the digital identity ecosystem in Nigeria. In this regard, the NIMC should be
inspired by its sister agencies, like the NCC in the telecoms sector, and the CBN in the banking
sector. This is necessary to define the accountability expectations from both public and
private licensees.

The government should adopt a user-centric approach to digital ID objectives, putting the
users at the centre of any digital identity initiatives.

Government should conduct relevant and regular independent assessment of licensees’
cybersecurity and compliance as proposed by the World Bank. This should include a
cybersecurity evaluation and audit framework for the ecosystem partners; regular
cybersecurity audits of partners spanning government agencies and private sector-licensed
partners to ensure compliance, certification of the ecosystem partners’ hardware and
software used for NIMC business.

Cybersecurity requirements for the licensing of ecosystem partners must be conducted very
urgently. These requirements must not be limited to support by the world bank but to involve
enrolments being carried out outside of the support by the World Bank.

Urgently enact a comprehensive data protection law, including the provision for an
independent data protection authority to help safeguard the data ecosystem in Nigeria.
Amend section 2b and 2c of the NIMC Act 2007 to achieve the following:

a) Include the Ministry of International Affairs in the NIMC’s governing board.

b) Clearly define “public-interest representation” to mean three persons who are
knowledgeable in digital rights or in technology and human rights to replace the
current designation which says three persons “who are knowledgeable in Information
Communication Technology or Identity Management to represent public Interest”.
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